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ABSTRACT

Autonomous space systems must navigate complex environ-
ments and accomplish concurrent tasks without continuous
input and supervision from human operators. Interactions be-
tween subsystems and with the environment may lead to un-
intended behavior, resulting in downtime, delays, goal degra-
dation, loss of functionality, or even catastrophic failures. The
Endurance mission concept requires a lunar rover to traverse
thousands of kilometers over a long period of time (multi-
ple years) across the South Pole-Aitken Basin on the far side
of the Moon. Onboard system health management is there-
fore required to identify anomalies and faults that pose a risk
to mission objectives. To this end, we propose training both
unsupervised and supervised machine learning models to de-
tect and isolate anomalies onboard a rover over the course of
a mission, supported by a pipeline for anomaly data genera-
tion that enables training and evaluation. We generate syn-
thetic anomaly signatures using a low-fidelity mission simu-
lator that outputs labeled datasets to enable supervised learn-
ing. We present results from a field experiment in which
we deploy this supervised model as a ROS network node in
a rover-ground network. In parallel, we train unsupervised
models to detect anomalies in the mobility system by training
on experimental field data and present results that verify the
ability to detect anomalies observed by field operators as well
as anomalies that were not detected by the operators. Our
work demonstrates how machine learning models can detect
anomalies onboard by leveraging multiple data sources, in-
cluding pre-launch test data and operational data from earlier
phases of the mission, and provides a pathway for improving
anomaly detection as a rover’s mission progresses.

Sofie Claridge et al. This is an open-access article distributed under the terms
of the Creative Commons Attribution 3.0 United States License, which per-
mits unrestricted use, distribution, and reproduction in any medium, provided
the original author and source are credited.

1. INTRODUCTION

1.1. Motivation

Autonomous operation is critical for enabling future lunar
rover missions to explore larger surface areas over longer pe-
riods of time (Baker et al., 2024; Hartman, 2021). In addition
to the challenges imposed by navigating uncharted and po-
tentially hazardous environments, the latency in telecommu-
nication with ground operators further stresses the need for
reliable autonomous operation of spacecraft. To achieve such
automation, careful orchestration between onboard system-
level autonomy (e.g., onboard planning, scheduling, and ex-
ecution (Ingham et al., 2024)) and all the various rover sub-
systems and components is required. System health manage-
ment (SHM) is the onboard autonomous capability that ad-
dresses these requirements, maintaining safety of critical sys-
tems, and enabling the mission to continue operating, even in
the presence of anomalies, between ground telecommunica-
tion windows.

1.2. Anomaly types

The types of anomalies a long-range lunar rover mission may
encounter could originate from erroneous ground uplinks, model
errors, system-level reasoning, a fault or degradation in a sub-
system or component, unexpected interactions between sub-
systems, or from the lunar environment. This results in a wide
range of potential complex rover anomalies. Local rule-based
and statistical thresholding methods offer interpretability and
low computational cost, however they may struggle in captur-
ing the nonlinear dependencies and high dimensional trends
that nuanced anomaly detection demands.

1.3. SHM functions

A complete SHM system consists of five general functions:
1) detection of an ongoing or concluded anomaly, 2) isolation
of an anomaly, by determining its origin within the system,
3) diagnosis of an anomaly, by identifying its cause (e.g., the
particular component fault mode or environmental effect that
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triggered the anomaly), 4) prognosis by describing the future
progression of an ongoing anomaly or predicting the proba-
bility of a future anomaly, and 5) response to current or an-
ticipated anomalous conditions by identifying maintenance,
mitigation, or recovery actions. In this paper, we focus on the
first two of these five functions.

1.4. SHM metrics

A key metric for the success of SHM is the early detection of
anomalies so that response control functions are allowed time
to reason. However, disparate subsystem-based fault detec-
tors may fail to pick up complex faults and may only trigger
when component-specific operation limits are violated. Time
series machine learning models designed for anomaly detec-
tion may be able to detect cross-subsystem anomalies and flag
them early enough for onboard system autonomy to respond
before the rover sustains damage or the scheduled tasks are
significantly disrupted or delayed. Further, an appropriate
balance between anomaly detection precision and recall must
be tailored to each component or subsystem based on risk
tolerance and mission concept of operations (ConOps). Fi-
nally, onboard SHM tools must operate within computational
constraints and must execute estimation at a cadence that is
compatible with the rate of operation.

1.5. Learning based approach to SHM

Traditional rule-based SHM methods may lack the complex-
ity required to understand system-level behavior which is based
on the mapping between goal intention, commanded control
arguments, and subsystem and component response. In ad-
dition, the difficulty of collating multiple rule-based moni-
tors to efficiently inform system-level autonomy scales unfa-
vorably with the number of monitored components. Beyond
rule-based approaches, SHM has also leveraged model-based
reasoning techniques grounded in physics or behavioral mod-
els. These methods can provide strong interpretability and
diagnostic capability by explicitly capturing system dynam-
ics, but may be difficult to develop and maintain for com-
plex, high-dimensional systems with many interacting com-
ponents. Learning-based SHM tools offer an alternative ap-
proach, but also introduce their own challenges. Particularly,
sufficiently large datasets containing signatures of anomalies
and nominal behavior are required to properly train anomaly
detection models. Supervised methods require data repre-
sentative of anomalous behavior, or accurate models thereof,
which may be challenging to obtain. On the other hand, unsu-
pervised methods can be trained solely on nominal data and
flag any departure from the distribution of nominal behavior
as anomalous.

Due to the unique requirements of space missions, and in-
deed the proposed Endurance rover mission, only simula-
tions and ground-based testing can provide trainable data pre-

launch. This limits the application of learning techniques
to only those subsystems or components for which sufficient
data is available prior to launch. However, the unique oppor-
tunity that learning-based methods provide to long-duration
missions is the ability to reduce risk as the mission progresses.
Once a rover begins operation, nominal telemetry can be down-
linked and used to retrain unsupervised models, thereby re-
fining the model’s understanding of nominal behavior. Sim-
ilarly, telemetry from anomalies encountered during opera-
tion can be used to retrain supervised learning models. Al-
though both these learning approaches are complementary
and should be deployed in parallel, unsupervised models should
be of high priority to all long-duration missions since a large
fraction of mission telemetry is nominal, and nominal distri-
butions may evolve as a rover enters new environments. In-
deed, traditional rule-based methods can also be tuned once
a spacecraft begins operating, however, learning-based SHM
approaches can adapt simultaneously across components and
subsystems via model retraining. System architects should
compare the difficulty of retraining machine learning SHM
models to the effort required to manually tune the multiple
rule-based monitors. In addition, learning-based methods have
the ability to prognosticate future states based on recent teleme-
try.

In multivariate time series data, where each telemetry chan-
nel may reflect a different subsystem or physical process, ex-
plainability methods can be used to identify the variables that
contribute most to a detection. Some anomalies are localized
to a subset of sensors, while others emerge from subtle cor-
relations across the feature space. Therefore, knowing which
features a SHM model depends on to make a detection can
clarify both the nature and origin of the fault. For neural net-
works, attention weights, attribution maps, or saliency-based
methods can provide this needed information. However, the
extent to which such interpretability is possible depends heav-
ily on the choice of model architecture and is a key consider-
ation in the design of an anomaly detection system.

1.6. Outline

Here, we focus on anomalies related to the rover mobility
subsystem for the unsupervised model, and power and ther-
mal subsystem anomalies for the supervised learning model.
Our modeling focuses on the first two SHM functions, de-
tection and isolation, using supervised and unsupervised ma-
chine learning models and associated explainability mecha-
nisms. We describe how field test data is used to train an un-
supervised anomaly detector, similar to what can be achieved
in a real mission using data from early stages of operation.
We then describe the process for using a physics-based mis-
sion simulator as a synthetic data generator to train the super-
vised learning model. Finally, we describe how the models
can be deployed onboard in a robot operating system (ROS)
architecture (Macenski et al., 2022).
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2. METHODS

2.1. Unsupervised Anomaly Detection

2.1.1. Field Data and Preprocessing

ERNEST (Exploration Rover for Navigating Extreme and Sloped
Terrains) is a testbed rover developed to facilitate the testing
and validation of new autonomous mobility and navigation
software for the proposed Endurance mission (Baker et al.,
2025). ERNEST uses rosbag recording to store time-stamped
ROS message streams from the rover’s telemetry. Telemetry
is organized into ROS topics corresponding to different rover
components and subsystems (e.g. odometry and hardware),
each representing a stream of messages generated by a spe-
cific sensor, estimator, or onboard process.

As part of testing, ERNEST was run for 30 hours in the desert
at El Centro, California. The rover navigated the terrain in
an autonomous mode with some manual interventions. Field
notes from operators accompany the collected ERNEST ROS
topics. These field notes logged successful runs, battery swaps
and unexpected mobility events. Due to the nature of manual
annotation, the timing of events in the field notes does not pre-
cisely match the onset of behaviors in the rosbags. Although
not perfectly complete, these field notes provide a useful basis
for understanding key events experienced by the rover over
the duration of the field test.

To demonstrate the initial feasibility of using unsupervised
machine learning to detect anomalous behavior in ERNEST,
the analysis focuses on mobility-related anomalies. During
the field campaign, multiple anomalous mobility events were
recorded, including “rover tipped”, “front wheel stuck in soft
sand”, and “stuck in rocks”. A total of 18 mobility-related
field note entries are considered anomalous and used to eval-
uate the unsupervised model. ROS topics are selected ac-
cording to their relevance to rover mobility. The selected
hardware topics included actuator states, joint states, rocker
encoding and temperature data. Two odometry-related topics
are also selected to give information about the rover’s orien-
tation and position. In total, these topics provide 332 data
channels. These 332 channels form the input feature space
for the anomaly detection model and are resampled to a rate
of 1 Hz to ensure consistent temporal alignment.

The resulting unsupervised workflow consists of telemetry
selection and alignment, preprocessing into windowed mul-
tivariate sequences, and reconstruction-based anomaly scor-
ing using a transformer autoencoder. This telemetry prepro-
cessing infrastructure is shared with the supervised anomaly
detection pipeline described in Section 2.2.

2.1.2. Transformer Autoencoder Model

Autoencoders have proven effective for anomaly detection in
multivariate time-series data (Lakhmiri et al., 2022; Sabzehi

& Rollins, 2024). A basic autoencoder consists of an encoder
network that compresses the input features into a latent space
and a decoder network that reconstructs the original signal.
When trained only on nominal data, the model learns to reli-
ably produce nominal feature distributions. When an anoma-
lous sequence is then fed through the network, the model
struggles to reconstruct the sequence in the final decoder stage.
This results in a high reconstruction loss, which is used to flag
the data as anomalous.

Standard autoencoder architectures are well suited to static
data but can fail to capture temporal dependencies. Not all
mobility faults will happen instantaneously, and in fact it is
precisely the small, gradually changing precursors in behav-
ior that a model should ideally detect before a full-blown mo-
bility failure.

To address this limitation, transformer layers are incorporated
into the autoencoder architecture to learn contextual signals
(Wang et al., 2022; Najafi et al., 2024). By operating on
windowed sequences of data, the model is able to learn re-
lationships across multiple timesteps. Transformer layers use
an attention mechanism, allowing the model to assign higher
priority to relevant timesteps within the input sequence. This
enables the network to capture temporal dependencies and
complex sequential relationships that a standard autoencoder
would struggle to capture.

We employ such a transformer autoencoder model using time-
series data gathered during the ERNEST test campaign. In
addition to capturing temporal structure, careful considera-
tion is given to the different data types present in the test
set. While most channels contain continuous numerical data
(e.g. voltages, velocity), others represent discrete state vari-
ables, where an integer corresponds to a specific rover state.
A simple example is the binary on/off state of a component.
A change in state should not be treated in the same way as a
fluctuation in a continuous numerical value.

To address this, the data is separated into categorical and nu-
merical channels. One-hot encoding is applied to the categor-
ical data so that state transitions are represented as discrete
classes rather than numerical values. Due to computational
and time constraints, only binary categorical variables are in-
cluded in this implementation. The reconstruction loss is then
calculated differently depending on data type. For categori-
cal channels, cross-entropy loss is used, calculating the dif-
ference between predicted and actual probabilities. For nu-
merical channels, mean squared error (MSE) is used to quan-
tify differences between reconstructed and true values. The
overall reconstruction loss is computed as a weighted combi-
nation of the categorical and numerical components, ensuring
that both terms contribute appropriately to the final anomaly
score.

The overall transformer autoencoder architecture is shown in
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Figure 1. The encoder compresses each input window into
a latent representation using transformer layers, and the de-
coder reconstructs the original sequence from this represen-
tation. Through this design, both temporal dependencies and
heterogeneous data types are incorporated into the anomaly
detection framework.

Figure 1. Architecture of Transformer Autoencoder

Each windowed sequence then has a corresponding recon-
struction loss after being fed through the model. Higher re-
construction losses indicate that a sequence is anomalous.
Here, the term anomaly score refers to this reconstruction loss
value.

To train the model on an assumed baseline of nominal mobil-
ity behavior, we split the field test data into a nominal train-
ing set and a test set that encompasses the events annotated in
the field notes. The test set is constructed by placing a five-
minute buffer on either side of each recorded anomaly event,
and the remaining data is allocated to training. Although this
does not perfectly isolate anomalous mobility events, since
faults may have occurred that were neither known nor recorded,
it provides a reasonable approximation when working with
complex field data and imprecise field notes. This data sort-
ing is analogous to our proposed initial use of operational
telemetry from early mission stages. Under this setup, the
model is trained to reconstruct nominal telemetry windows,
while anomalous windows are expected to reconstruct poorly
and therefore yield elevated anomaly scores.

2.2. Supervised Anomaly Detection

The supervised anomaly detection approach builds on the same
telemetry processing infrastructure used for the unsupervised
analysis, but replaces field-test data with simulation-generated
telemetry and explicit anomaly labels. To support this, we
use the MuSE simulation environment (Bandyopadhyay et
al., 2024), which provides a controlled setting for generat-
ing rover telemetry under both nominal and off-nominal op-
erating conditions. In this work, we focus on the low-fidelity
(LoFi) MuSE configuration, which enables the generation of
a sufficiently large dataset for supervised learning while re-
taining relevant mission-level context for rover operations.

The overall goal of this workflow is to establish an end-to-end
path from anomaly injection in simulation to labeled dataset
generation for model training and onboard model inference
within the ROS-based autonomy stack, where such SHM mod-
els interface to other onboard subsystems.

2.2.1. Dataset Generation

To construct the supervised dataset, we define a suite of in-
jected anomalies corresponding to controlled departures from
nominal rover behavior. These anomalies are introduced di-
rectly into the MuSE simulation environment, which mod-
els rover subsystems including thermal behavior, power con-
sumption, and battery charging dynamics. In the low-fidelity
configuration used in this work, these subsystems are repre-
sented through parameterized tables describing nominal de-
vice heating rates, power draw, and battery charge rates.

During nominal rover operations within the simulated task
network, only a subset of rover devices are active. In partic-
ular, 21 of the 43 modeled devices participate in the preheat
and drive tasks used in the simulations. Anomaly injections
therefore operate on this subset of active devices.

Anomalies are introduced by perturbing the nominal subsys-
tem parameters during simulation. Specifically, multiplica-
tive scaling factors are applied to thermal heating rates, power
draw values, or battery charge rates associated with rover de-
vices. These perturbations emulate departures from expected
subsystem behavior, such as excessive heating, reduced heat-
ing rates, abnormal power consumption, or deviations in bat-
tery charging behavior. The dataset includes both single-device
and multi-device anomaly cases, with anomalous behavior
represented as either increases or decreases relative to nomi-
nal values. This anomaly generation approach can be gener-
alized to a wide variety of signals, so long as the underlying
simulator is representative of operational conditions.

Anomaly parameters are generated offline for each simulation
run. For every injected anomaly, a start time and duration are
sampled within the simulation timeline, subject to guard in-
tervals near the beginning and end of the run. Perturbation
magnitudes are drawn from a Gaussian distribution centered
on the nominal value (e.g. µ = 1.3, σ = 0.5) and applied
as multipliers to the corresponding thermal or power tables.
This produces a set of events that together capture a range of
anomaly severity while preserving the structure of the nomi-
nal system model.

During simulation execution, anomaly scenarios are enforced
through a runtime control mechanism implemented using Py-
Contract (Dams et al., 2022) reactors. Each simulation run is
associated with a scenario definition file specifying the anomaly
types, affected devices, perturbation scales, and activation in-
tervals. At runtime, the reactor monitors the simulation time-
line and dynamically modifies the relevant thermal or power
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tables when an anomaly interval begins. When the interval
ends, the nominal tables are restored. All anomaly events are
logged alongside the generated telemetry, enabling precise la-
beling of anomalous intervals in the resulting dataset.

For this prototype implementation of the supervised pipeline,
all anomalous runs are grouped into a single off-nominal class,
producing a binary classification problem between nominal
and off-nominal telemetry.

Table 1 summarizes the generated supervised dataset. In total,
this low-fidelity dataset contains 184 simulation runs, com-
prising 10 nominal runs and 174 off-nominal runs. Although
this run-level representation appears strongly skewed toward
anomalous cases, the table does not reflect the effective class
balance present in the underlying time-series data. Injected
anomalies are active for only portions of the off-nominal runs,
so when measured in terms of total simulated time the dataset
remains dominated by nominal behavior.

Each anomalous run is associated with a generated simulation
record, including the perturbed device or devices, anomaly
start and end times, scaling factor, and the corresponding sce-
nario and parameter-configuration files. This provides direct
traceability from each training example back to its injection
specification and makes it possible to later stratify anomaly
detection and isolation results by anomaly family, perturba-
tion magnitude, or subsystem.

Simulation runs are executed using an automated pipeline on
a high-performance computing cluster. The dataset consists
of both nominal and off-nominal simulations executed across
multiple environmental and operational configurations, includ-
ing variations in waypoint sequences, initial battery state-of-
charge, and both day and night operating conditions. Across
all runs, the generated dataset contains approximately 40 hours
of simulated rover operation and roughly 200 GB of teleme-
try stored as ROS bag files. These bags contain the full rover
telemetry produced during simulation, including thermal and
power functional layer outputs, device state information, and
additional subsystem telemetry streams generated by the au-
tonomy stack.

2.2.2. Supervised Modeling Infrastructure

The primary objective of this work is to demonstrate the end-
to-end anomaly detection pipeline rather than to optimize model
architecture. The framework is designed to support future
experimentation with more sophisticated models and higher
levels of detection fidelity, including subsystem-level detec-
tion (e.g. thermal versus power anomalies), per-component
anomaly identification, and classification of anomaly types
such as elevated thermal rates or abnormal power consump-
tion. To this end, we describe a setup which establishes the
simulation and model training infrastructure, training and met-
rics protocols, and interfaces required to produce appropri-

ately complex models as a mission gains access to higher fi-
delity simulators during mission design and actual anomaly
signatures during operation.

Telemetry generated by MuSE simulations is recorded as ros-
bag files and processed through a machine learning pipeline.
The pipeline extracts relevant telemetry channels, aligns times-
tamps across topics, and resamples the data to a uniform ca-
dence of 1 Hz. Topic streams are merged using the simulation
timestamp as a common index, ensuring consistent temporal
alignment across telemetry sources. Features are then assem-
bled from the thermal and power functional layers, includ-
ing per-device temperatures, power modes, remaining pre-
heat durations, and battery energy and state-of-charge mea-
surements. Array-valued telemetry fields are expanded into
indexed scalar features corresponding to individual devices.
This produces a feature vector of 174 dimensions, consisting
of two power features (battery energy and battery state-of-
charge) together with 172 thermal features derived from 43
indexed device slots, including temperatures, power modes,
remaining preheat durations, and device identifiers.

The machine learning workflow is implemented using MLflow
to manage experiment configuration, model training, and re-
producible evaluation runs. This modular pipeline allows dif-
ferent model architectures and feature configurations to be
evaluated using the same dataset and preprocessing steps.

Binary anomaly labels are derived from simulation anomaly
metadata generated during MuSE execution. Each injected
anomaly is defined by a start and end time in the simulation
scenario configuration. During preprocessing, these intervals
are expanded into per-timestep labels, producing a binary tar-
get variable indicating whether an anomaly is active at a given
simulation time. Because anomalies occur only during por-
tions of a run, both nominal and anomalous intervals may
appear within the same simulation trajectory.

Training and evaluation datasets are constructed by splitting
simulations at the scenario level rather than by individual
timesteps. This ensures that telemetry from a given simula-
tion run does not appear in both training and evaluation sets,
preventing temporal leakage and more closely reflecting de-
ployment conditions where models encounter previously un-
seen runs.

For the prototype supervised anomaly detector, we use a bi-
nary classification model that predicts whether the rover is
operating under nominal or anomalous conditions. The model
takes telemetry-derived features as input and outputs the prob-
ability that an anomaly is present.

The classifier is implemented as a logistic regression model
using the scikit-learn library with L2 regularization and class
weighting to mitigate label imbalance. Given input features
x1, . . . , xn, the model computes a weighted linear combina-
tion of the input features
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Table 1. Summary of the low-fidelity simulation dataset used to train supervised models.

Run family # runs Variant Perturbation
Nominal baseline & waypoint variants 10 Nominal —
Temp., 1 device, initial preheat 21 Off-nominal Increase
Temp., 1 device, initial preheat 21 Off-nominal Decrease
Temp., 1 device, full preheat/drive 21 Off-nominal Increase
Temp., 1 device, full preheat/drive 21 Off-nominal Decrease
Power, 1 device 20 Off-nominal Increase
Power, 1 device 20 Off-nominal Decrease
Temp., 4 devices 6 Off-nominal Increase
Temp., 4 devices 6 Off-nominal Decrease
Power, 4 devices 6 Off-nominal Increase
Power, 4 devices 6 Off-nominal Decrease
Battery production rate 10 Off-nominal Increase
Battery production rate 10 Off-nominal Decrease

Total 184

z = w0 +

n∑
i=1

wixi (1)

which is mapped to an anomaly probability using the sigmoid
function

p =
1

1 + e−z
. (2)

Model parameters are learned using labeled telemetry seg-
ments generated by the simulation pipeline and optimized
using cross-entropy loss. The resulting classifier serves as
a computationally lightweight baseline suitable for real-time
inference within the rover autonomy stack. The current im-
plementation focuses on binary anomaly detection, where the
model predicts whether the rover is operating nominally or
off-nominally.

2.2.3. ROS Deployment

The Robot Operating System (ROS) provides a distributed
middleware for inter-process communication, where system
components (nodes) exchange data via message streams. To
evaluate how the trained model can be used in an operational
setting, we implemented a ROS node that applies the trained
classifier to real-time telemetry streams using the same input
feature structure used during training. This provides a de-
ployment pathway from the supervised-learning pipeline to
a mission-representative runtime environment. Onboard the
rover platform, telemetry is produced by the existing stack,
passed through ROS topics, and consumed by a dedicated
anomaly-detection node. This node is responsible for assem-
bling model inputs from the incoming telemetry, executing
the trained classifier, and publishing a predicted rover health
state at a fixed rate. For linear models such as logistic re-

gression, the node can additionally report the most influential
telemetry variables contributing to each prediction by com-
puting the signed contribution of each feature to the anomaly
score.

In the current design, the anomaly-detection node consumes
telemetry from a selected set of ROS topics and emits an
anomaly state at 1 Hz, together with an anomaly score and
related explanatory outputs. The ROS topics consumed and
published by the node are listed in Table 2. The node is inten-
tionally model-agnostic at the interface level, so the ROS-side
deployment scaffold can remain stable even as the trained su-
pervised model evolves. This allows improvements to model
architecture, training strategy, or feature representation with-
out requiring major changes to the ROS integration.

3. RESULTS

3.1. Unsupervised Anomaly Detection Results

Evaluating the unsupervised model using field operator notes
revealed particular challenges. The labels were entered man-
ually into a separate document during the field tests, meaning
their exact timing was not guaranteed. In our test set, each
anomaly event begins five minutes before the corresponding
field note and ends five minutes after it. A mobility anomaly
is considered detected (true positive) if the model’s anomaly
score spikes within three minutes of the manually recorded
event time. Table 3 shows the results of the model for the
field campaign test data. Of the 18 candidate anomalies, 5 are
considered detected using this method. Negative times indi-
cate that the anomaly score spiked before the recorded field
note. Of the 13 “stuck in” notes, only 2 are detected. How-
ever, in both cases the actual anomaly occurred after the time
recorded in the note, based on inspection of the telemetry.
This means that the model’s detections may be unrelated to
the stuck behavior observed by field operators.
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Table 2. ROS topics consumed and published by the supervised anomaly-detection node.

Topic Message type Direction
/power/power state tlr system msgs/PowerState in
/thermal/thermal state tlr system msgs/ThermalStateSummary† in
/shm/anomaly score std msgs/Float32 out
/shm/anomaly state std msgs/Bool out
/shm/anomaly threshold std msgs/Float32 out
/shm/anomaly topk std msgs/String out

† ThermalStateSummary contains a ThermalDeviceState[] array, with one entry per device.

Table 3. Mobility Field Events and Prediction Timing

Field Note Count Detected Time (min)

Stuck in (bush, gulch, rock,
ditch, obstacle, tree)

13 2 1.48 (avg)

Robot was getting a wee tippy
on the slope

1 1 -2.73

Wheel 1 stopped spinning 1 0 N/A
Robot tipped 1 0 N/A
Front left wheel stuck in soft
sand

1 1 -2.05

Rover almost tipped 1 1 -0.37

AVERAGE ALL 18 5 -1.07

This suggests that the unsupervised model largely does not
capture these “stuck in” anomalies. This outcome is not nec-
essarily negative, particularly as the failure to detect anoma-
lies occurred consistently across all “stuck in” cases. Instead,
it indicates that the available data streams may not contain
sufficient information to identify when the rover is “stuck” in
this manner. This is further complicated by the fact that dur-
ing the field campaign, human intervention occurred when
the ERNEST rover encountered obstacles of this type.

Figure 2 illustrates one example of a flagged anomaly event
in the training data. It shows a sudden spike in two of the
recorded actuator currents, corresponding to a sharp increase
in the anomaly score. Although this particular current spike
may not represent an actual fault, its sudden change in value is
the type of behavior that an anomaly detection system should
be capable of identifying. If such events represent normal
system operation, then future work should consider enacting
similar maneuvers in field tests. Indeed, larger training sets
may help a model to interpret more rare events as natural vari-
ations, thereby reducing the amount of false positives.

Running the transformer autoencoder model on all the data,
both training and test, reveals anomaly spikes outside of the
field-operator-annotated mobility events. Figure 3 shows anomaly
scores across the entire dataset. An anomaly event is defined
by grouping together anomaly-score spikes greater than 0.7
that occur within 5 seconds of one another. 48 anomaly events
were identified using this method by running the model on

Figure 2. Example of anomaly spike in the training set.

the entire dataset. Judging whether or not each event is truly
anomalous would require additional data analysis, but at a
minimum it illustrates timestamps where the model indicates
that behavior deviates from the norm. On the other hand,
these could be entirely nominal events but the model is failing
to reconstruct them because the training data does not contain
sufficient similar examples. Since this exercise is limited to
data from an initial field test, we cannot determine this con-
clusively; however, in a real mission, such anomaly spikes
could indicate novel behaviors.

Figure 3. Anomaly scores across entire train (blue) and test
(orange) set. Anomalies detected in both the train and test
set. Green lines indicate the timestamps of the 18 detailed
anomaly events in Table 3.

The two non-stuck events which were not detected were ‘Robot
tipped’ and ‘Wheel 1 stopped spinning’. However, further in-
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vestigation reveals that the tipped event, which is an extreme
mobility fault, occurs 15 minutes before the field note is actu-
ally made. It appears that the rover is turned off immediately
after it tipped, with the field note being made after it is turned
back on. This highlights practical challenges in model as-
sessment using real field test data. Figure 4 illustrates this
event and the anomaly spike corresponding to when the rover
actually tipped. This means the model does detect the tip-
ping, just outside of the field note window defined at the out-
set. When investigating the Wheel 1 event, it can be seen
that there are some spikes in the anomaly score two minutes
before the noted event time, however these spikes are consid-
ered too low to be classified as an anomaly event under the
selected threshold. This highlights the inherent challenge in
selecting an appropriate threshold for the anomaly score. As
this work is a limited proof-of-concept, we did not explore
dynamic or adaptive threshold methods, but those techniques
can be used to optimize model precision and recall.

Figure 4. Spike in anomaly score before rover tipping event
(event noted at timestamp with green line)

To evaluate increases in anomaly scores in relation to the mo-
bility events, it is important to identify the specific features
that cause a timestamp to be flagged as anomalous. This
helps reveal what the model is detecting as abnormal behavior
and whether it can be attributed to the mobility fault. Since
an autoencoder works by reconstructing input features, ex-
plainability can be incorporated by examining which features
have the highest reconstruction loss and therefore contribute
most to a timestamp being flagged as anomalous. Table 4
shows the top contributing channels for the detected anomaly
events. This provides a basic level of explainability as to why
the model produces detections at certain times, and indicates
channels and components that ought to be investigated. With
332 total channels, this is especially crucial. The robot tip-
ping event provides a clear example of realistic channels be-
ing flagged, with angular rotation as the number one contrib-
utor. This makes sense as a tipping action affects the rota-
tion of the rover. Similarly, for the “tippy” event, the yaw
is considered to be the key factor. The almost tipped event
is more nuanced, with modes of operation emerging as the
key channels. What the model is actually picking up in this

case is likely manual intervention during this event. These re-
sults are encouraging as the model was not manually trained
on labeled mobility anomaly events, yet it is still able to flag
several mobility-related events and highlight plausible con-
tributing channels.

Table 4. Top contributing data channels for each flagged mo-
bility event

Event Contributing Feature %

Robot getting tippy
Yaw 35
Actuator 7 cmd pos 17
Joint 2 velocity 14

Robot tipped
∆θ (angular rotation) 21
IMU rate 20
Angular rate 17

Front left wheel stuck
Actuator 6 cmd pos 45
Actuator 6 EGD cmd pos 45
Actuator 5 cmd velocity 3

Rover almost tipped
Actuator 4 mode of
operation

18

Actuator 3 mode of
operation

18

Actuator 2 mode of
operation

17

Rover stuck in rocks
Actuator 3 cmd velocity 18
Actuator 0 cmd velocity 18
Actuator 3 actual
velocity

17

These results demonstrate how an anomaly detection model
can be used to flag anomalous events. The reconstruction loss
of specific channels can provide insights into why the model
predicts an anomaly. This explainability is essential when
considering the implementation of a real-world anomaly de-
tection system which needs to provide response mechanisms
with actionable information. Future work should also address
challenges associated with variables that have multiple non-
binary states, as well as continuous variables that naturally
exhibit spike patterns, like the current spike shown in Figure
2. One of the main motivations for using a machine learn-
ing model instead of threshold-based monitors is to pick up
anomalous patterns which are not necessarily just data spikes,
especially in the context of detecting strange behavior before
more catastrophic faults can occur. Therefore, we emphasize
metrics which capture time-to-detection.

3.2. Supervised Anomaly Detection Results

The supervised modeling results evaluate two aspects of the
proposed framework: baseline anomaly-detection performance
on the synthetic dataset, and successful deployment of the
trained model as a ROS-integrated inference node during live
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rover operation. In this work, the emphasis is on demonstrat-
ing the feasibility of the end-to-end supervised pipeline rather
than on optimizing anomaly-classification performance dur-
ing operation.

3.2.1. Model Performance on Synthetic Dataset

Table 5 summarizes the performance of the binary anomaly
detector on the synthetic dataset. Across all anomaly cate-
gories, the model achieves high true positive rates (TPR ≥
0.926), indicating that the injected anomalies are generally
detected by the classifier. However, precision remains com-
paratively low, resulting in modest F1 scores. This behavior
is expected given the strong imbalance between nominal and
anomalous telemetry samples, together with the use of a sim-
ple baseline classifier and a fixed decision threshold.

Detection latency is also low, with anomalies identified within
approximately 1–2 seconds on average. This corresponds to
roughly one to two telemetry update cycles at the 1 Hz sam-
pling rate used by the system, indicating that the model is
capable of responding quickly to deviations in the simulated
telemetry streams. These results provide a baseline for future
improvements in model architecture, feature representation,
and threshold selection.

3.2.2. ROS Deployment and Operational Demonstration

The second stage of evaluation examines whether the trained
supervised detector can be integrated into the real-time ROS-
based rover autonomy stack and operate alongside the exist-
ing autonomy components. In addition to training a model
on synthetic telemetry, this required connecting the detector
to the runtime messaging architecture used during field test-
ing and verifying that it can consume real-time telemetry and
publish inference outputs in real time.

During the field demonstration, the ERNEST system was op-
erated using a three-machine architecture consisting of the
rover platform, a ground-control workstation, and an auxil-
iary development computer. The rover produced telemetry
from the autonomy stack, which was transmitted through the
ROS network to the other machines in the system. The auxil-
iary computer hosted a virtual power and thermal subsystem
used to emulate environmental conditions and system behav-
ior during the demonstration, including scenarios such as lu-
nar night operation.

For the purposes of this experiment, the anomaly detection
node was executed on the auxiliary computer, where it con-
sumed the same telemetry streams used by the rover auton-
omy system. The node operated within the ROS network
alongside the other system components and published anomaly
score, anomaly state, threshold, and explanation outputs. Fig-
ure 5 shows the ROS-integrated deployment architecture used
in the field test.

During active field operation, the detector output stream op-
erated at the intended 1 Hz cadence. The median update in-
terval was 1.000 s, with a 95th percentile interval of 1.025 s.
The effective telemetry rate supplied to the detector also re-
mained at 1 Hz, indicating that the deployed node remained
synchronized with the incoming power and thermal subsys-
tem telemetry streams throughout the demonstration.

Because the anomaly detection node was executed on an aux-
iliary system rather than the rover onboard computer, and the
ROS field deployment was intended to validate software in-
tegration rather than provide a separately labeled evaluation
dataset, the reported timing results characterize the end-to-
end ROS deployment rather than standalone onboard infer-
ence latency or classification accuracy. Nevertheless, they
demonstrate that the detector operated stably in real time within
the field-test environment and that the full supervised work-
flow, from simulation-based anomaly generation through of-
fline model training to ROS-based live inference, was suc-
cessfully exercised in a field-test runtime setting.

4. DISCUSSION

As space missions increasingly incorporate machine learn-
ing into onboard autonomy, they often cannot rely on histor-
ical mission data due to changes in architecture and opera-
tional environment, or because they may be exploring a re-
mote destination for the first time. In addition, inherent gaps
in developing a system for a non-terrestrial environment mean
that model training data may only be available from high-
fidelity physics-based simulators and limited experimental re-
sults. This makes leveraging supervised learning particularly
challenging because it requires datasets that capture the range
of ways a given anomaly may appear in telemetry. Once
the mission enters operations, telemetry from real anoma-
lies can be downlinked to ground teams to train supervised
learning models, thereby improving supervised model perfor-
mance. However, it is not realistic to assume that simulation,
experimental, and operational telemetry datasets capture the
full range of possible anomalous events. Accordingly, mis-
sion architects should consider combining supervised and un-
supervised anomaly detection models with model-based ap-
proaches (e.g., physics- or behavior-based reasoning) to en-
able robust detection and isolation.

Unsupervised models avoid the need for labeled anomaly data
because they can be trained using only nominal telemetry. As
a result, the cost of expensive high-fidelity simulations, rep-
resentative experimental tests, and telemetry downlinks can
be reduced by focusing on nominal data. This is particu-
larly important for long-duration missions, which may accu-
mulate substantially more nominal data over successive op-
erational cycles, enabling periodic retraining of unsupervised
models to continuously improve onboard anomaly detection
capabilities. In this work, the unsupervised analysis focused
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Table 5. Binary anomaly detector performance on the synthetic test dataset.

Anomaly TPR FPR Precision F1 Mean Det.
Time (s)

High Temp Rate 0.986 0.0176 0.121 0.216 1.58
Low Temp Rate 1.000 0.0202 0.158 0.238 1.27
High Power Draw 1.000 0.0240 0.101 0.184 2.14
Low Power Draw 1.000 0.0218 0.115 0.205 1.89
High Battery Charge 0.926 0.0199 0.133 0.233 1.88
Low Battery Charge 0.952 0.0207 0.142 0.247 1.95

Figure 5. ROS-integrated deployment architecture used during the supervised field demonstration. Telemetry from the rover
autonomy stack was distributed across the ROS network, the anomaly detection node consumed the relevant power and thermal
streams, and the node published anomaly score, anomaly state, threshold, and explanatory outputs.

on the mobility subsystem as a representative test case. Al-
though terrain and mechanics will differ in the real mission,
this setting provides a useful basis for understanding which
types of anomalies can be detected from the available on-
board telemetry. The unsupervised transformer-based autoen-
coder produced anomaly detections that corresponded to sev-
eral events recorded in the operator field notes and also de-
tected additional cases that were not labeled by operators but
still showed evidence of abnormal behavior upon inspection
of the telemetry streams.

If sufficient labeled anomaly data is available (e.g., from off-
nominal simulation runs or field testing), supervised models
can support more targeted anomaly identification and isola-
tion. In this work, the supervised approach leveraged labeled
anomaly data to generate anomaly predictions and identify
contributing telemetry channels. The supervised pipeline pro-
duced a binary detector for power and thermal anomalies and
demonstrated a deployment path from simulation-based train-
ing to ROS-based live inference during field operations.

This work highlights some practical challenges in simulator-
based dataset generation and the use of field-test data for
model training. Field-test data may require considerable pre-

processing before unsupervised models can be trained, and
these experiments may include operator interventions that in-
terrupt capture of the full progression of an event. Building
such unsupervised models also requires careful selection of
telemetry channels, including whether to aggregate signals
from existing monitors, rely entirely on measurement data,
or combine the two. The associated choice of model archi-
tecture is also particularly important for signals that require
longer contextual history. In practice, onboard deployment
of machine learning models requires sufficient compute and
memory resources, and the interfaces that provide input fea-
tures to the model must be designed to operate reliably to en-
sure real-time responsiveness. Finally, to avoid brittle model
failure when any single input channel becomes unavailable,
the models should be trained on datasets that include such
conditions.

Despite these challenges, learning-based SHM has many ad-
vantages, particularly as more relevant mission data become
available through improved physics simulators, missions with
repeating ConOps, and long-duration missions. These mod-
els can operate on both command streams and measurement
telemetry from sensors and subsystems. As a result, they can
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capture patterns in telemetry that reflect both expected and
unexpected system behavior. Such capabilities go beyond lo-
cal threshold-based monitors and motivate mission-specific
trade studies to determine how best to combine data-driven
and physics-informed SHM approaches.

5. CONCLUSION

Autonomous lunar rover missions will require SHM approaches
that can detect anomalous behavior using limited pre-launch
data and evolving operational telemetry. This work investi-
gated complementary supervised and unsupervised learning
methods for rover anomaly detection using field-test data,
simulation-generated anomaly data, and ROS-based deploy-
ment.

For the unsupervised approach, data from a 30-hour ERNEST
field campaign were used to train a transformer autoencoder
for mobility anomaly detection. The model detected 5 of 18
manually recorded candidate mobility anomalies, with fur-
ther analysis showing that raw detection counts were affected
by imprecise field-note timing and by whether the selected
telemetry channels captured the relevant failure mode. The
model also identified additional anomaly-score spikes outside
the annotated events, and per-channel reconstruction loss pro-
vided explanatory information linking several detections to
plausible mobility-related signals, including angular rotation
and actuator behavior.

For the supervised approach, low-fidelity MuSE simulation
data were used to train a binary detector for power and ther-
mal anomalies, which was then deployed as a ROS-integrated
inference node during live rover operation. On the synthetic
test dataset, the classifier achieved high true positive rates
across anomaly categories (TPR ≥ 0.926), with mean de-
tection times of approximately 1–2 s, although precision and
F1 scores remained modest. During the ROS field demon-
stration, the detector operated at the intended 1 Hz cadence,
demonstrating the full supervised workflow from simulation-
based anomaly generation through offline model training to
ROS-based live inference.

Together, these results demonstrate complementary paths for
learning-based rover SHM, with supervised models detecting
known off-nominal behaviors from labeled data and unsuper-
vised models flagging unexpected deviations from nominal
telemetry. Future work should focus on higher-fidelity simu-
lation, larger and more systematically labeled field datasets,
improved thresholding and model architectures, and tighter
integration between anomaly detection, explainability, and
onboard response.
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