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ABSTRACT therefore requirecareful maintenance. These facilities are
) ) ) designed to work at limited regimes of speeds and loads.
A new concept is proposed for protection against eyberygwever, exceeding these regisncan lead to failures

attacks aiming to create excessive lotugwill eventually  ¢reated by fatigue and rubbing, and finally to catastrophic
result in irreversible damage to critical rotatingachines.  gamage and destruction.

This novel approach is used as an additional defense layer of

cyber protection to prevent hostile entities from breaking intdndustries tend to operate these machines in safe conditions
the control system of the critical machines. andtry to extend the machirlevesby frequentmaintenance.

] o ) Usually, these machirgare controlled bya control system
A relatively small bearing is used as theeak link', or the  hat help provide better supervision. These “critical”
"fuse” mechaism, in the critical system. This mechanism machines are strategic targets different kindsof cyber
allows rapid life degradation under harmfugimes, which - attacks Most of theattacks try to damage the mechanical
leads to early detection of attack and finally to prevention of y4rts and cause irreversible damage. So far, moggggion
catastrophic damage to a critical machifibe detectiorof  mechnismare based onsoftware and firewalls trjng to
the fuse degradatioprocessis based on techniques of prevent the penetration of harmful elements intmtrol
machine health monitoring via vibrations signatures systemsButin some cases, these protections are not enough.

An analytical modelvas developedallowing to designthe |, this research, a new concept is proposed for mechanical
fusebearing Themodel examines the response of the fuseprotection gainst cybesttacks on critical rotating machines
b(_aarlng, through its life degr_adauon ratsy, sm_lulatmg a Figure 1). The proposed approach integrates a fuse
wide range of attack scenarios. The model integrates Syfechanism into the critical rotating machine. This fuse
models: bearing life estimatiomodels and a dynamic  mechanism is simply a relatively smallldzearing, designed
response of mechanical rotating machines madelddition, 15 pe the weakestomponent irthe machine. It is expected

a set of fatiguelife experiments were conducteth & that under attack or abuse, the fuse mechanism will be
designated experimental tefcility with the purposeof  gamaged first, ahead of the other critical components of the
proving the earlylamage detection ability of the fusearing  machine. In this case, the fast life degradation and early
usingvibration analysis. failure will lead to early detection of attack anddily tothe

prevention of catastrophic damage to a critical machine.
1. INTRODUCTION i ) .
The detection process of fuse bearing failure caused by-cyber

Many mechanical facilities in industry are defined asattack is based on techniques of machine health monitoring
critical”, such as turbines in power plants, centrifuf®s g vibrations signatures. Advanced signal processing and

uranium enrichmentbig pumpsin water companiesetc.  featureextraction methodologies are applied for initial failure
These machines workmany hours continuously, and getection and degradation tracking.

Evyatar Coheet al. This is an opeaccess article distributed underthete ~ As a part of this research, an analytical model simulating the
of the Creative CommonAttribution 3.0 United States License, wh wear and failure of a fuse bearing under a wide range of attack
permits unrestricted use, distribution, and reproduction in any me scenarios was developed Statidticendels for bearing life
provided the original author and source are credited. . . - .

estimation were used to build this mod&he proposed
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model helped us to design and to analyze the fuse systemarried outso the resultand discussionnthe appliecsignal
Actually, life prediction and degradation simulations of theanalysis techniquesill be presented sepately.

fuse bearing and the machine critical bearings at etatka

scenario were performed, in order to define the propeP. M oODEL DESCRIPTION

requirements for an effective fuse system. As describtekin
conceptial diagram Figure 1), an external loacdcan be

applied oto afuse bearing withoad levelcontrol set by a
function (defined as a "Transfer FunctipiF) of some

attack parameters. This external load helps to accelerate li f ¢ dt I itsffici t multioleattack
degradation and failure of tHesebearing incase of attack. € luse systerand o analyze isfticiencyat multipieattac

To reduce the possibility of taking over the fuse system b)gcenarlos dPIe;set notehth@gn.fefflgacy ?jf ? fuseﬁiys;em 1S
hostile elements, it is designed to operate autonomously angPressed asast mecnanicalliie: degradation otthe fuse
it is not controlled by a computer. Three optional TF's ar@earlngdunng an attackwhich is estimated by life models)

examined and discussed in order to find the optimal TF thd .Iatlve tothe degradation rate at normal operatiénblock

brings the fastest fuse life degradation fatespecificattack lagram _sh_owmg the structure of the overall model is
depicted inFigure2.

In this chapter, anodelthat allows the running of multiple

simulations of attack ora critical rotating machineand

simulates its dynamic behavior and its effect on bearing
tigue is presentedin addition,the modelhelps todesign

simulatiors.
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. Mathematicalexpressionsand models that describe each
Figurel. System defense scheme concept. block inFigure?2 arelisted anddetailedin the next sections
Theregime ofa critical rotating machinés defined by a set

of parameters that are usually undapervisiorof a control ~ 2.1. Critical rotating machine dynamics modeling

system (for examplerotating speed). In terms af cyber A dynamic model of rotating machinavith a single mass

attack, these parameterecalled"parameters of attacklt o . #
is assumed that the attacker controls these parameterr%tor (Meiroviich, 2001) which appeas as the “rotor

maliciously to bring the critical system to harmful iregs. dynamicsmodel block in Figure 2, is describedin this

Also, the parameters of attack may vaith time. Hence, the section A critical rotating machinés assumed tinvolve a

chosen bearing life models are applicable for variabl@e"’“/y rotating d'Sk’. Known a;rotor, at_tached to a flexible
operating conditions. shaft mounted orrigid bearings. Typical examples are

turbines, compressors,efuges, etclt is assumed that the
Enduranceexperimentsvere conducted on a fuse beariimg, rotor has some eccentricignd as a resultthe rotation

a test facility that waslesigned for this researaf the lab.  produces a cerifugal force causing the shaft to bend. For
Theseexperimentsveredesigned to test the feasibility of the certain rotational velocities, the system experiences violent
protection bythe fuse mechanism concepie. to prove the vibrations. Figure 3 shows a shaft rotatingvith angular
ability to causehefusebearing failureandto detecearlythe  velocity] . The shaft carries a disk of total massnd is
damagehroughvibration analysigto definethe afpropriate  assumed to be masslesignce, the motion of the system can
condition indicatorp This paper focus mainly on the model be described by the displacemedisind & of geometric
development anthe presentation ofimulation resultsThe  center'Yof the disk.

experimers of the fuse bearing fatigue life tessse still
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frequency behawesimilarly to the amplitudedisplacement
SO0 s
6
]
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Figure3. Dynamic rotatingnachine (a) A rotor mounted on 2 : =g, 5
ashaftand supported bgigid bearings(b) Masscenter C /; ! g
and geometric center, Blative to origin (Meirovitch, 1 4-4’—*:& . £=100
2007). T :
The equations of motiom wandwdirections as depicted in 0 anson” | ~orre, 2 3
Meirovitch's bookcan be described as follows: o /o,
® -1 @1 @& Q@ Al100 Figure4. Amplitude response over frequengleirovitch,
@ 2001)

W -1 01 o Q@ OBIo
The most common case is that the shaft stiffness is the Sangderthe assumption that the rotor disk does gfi&ct 'the
stiffness of the massless shaft, the lateral bending stiffness at

in both d|_rect|o_ns,_Q 2 Qln this case, the twpatural the axial center of a simpBupporteduniform beam is given
frequencies coincide and so do the viscous damping factor%y.

TPO0
0

) ) ) _ whereOis the elast modulus of the shaft) is the length
Since the equations of motion are linear and not coupled, th&swveen the bearings, afi@ds the shaft area moment of

2 (6)

Q‘| D—ll
1

o ni 1 1

solution in both directions is: inertia, which can be expressed as follows
0o W SAD 0 % “'o
s . foen s 3 0 — (7
wo W] SOEIO0 %o 0T
1 $W]  sand%are detailed in Appendix Ms aresult WhereQOis the shaft diameter.
of o oos Q0 motions the be_aring reactions, according parameter value description
to Newton's second lawredescribed as:
0 &G 0 QQ 25 rotor disk mass
41 1 sAT100 % QAT1006 I¢ , O aa 20 shaft diameter
O dwlg ) 0 aa 470 shaft length
a1 1 sOBTO0 % QDB I o0nd&| 245000 elasticity modulus
The equivalent load amplitude candefined as 04 d 10 eccentricity
O ‘0 O ®) - 0.15 damping ratio

A displacement amplitudgO"Q] s(Appendix A)is plotted

in Figure 4 over the frequency ratip i for different
values of damping ratio. For very low frequencies, the
amplitude ratio is nearlgerosince the unbalance forces are The mentioned model is adapted to the experimental test
small. As the shaft speed increases, the amplitude showsgility in the lab, which was built epecially forthis study.
large peak near 7l p, when] is near the resonance Therefore, geometric dimensioaad other mechanical data
frequency of the systems discussed above, there is a direct(shownin Table1) wereinsertedas inpus to the model.By
relationship between bearing loads and rotdisk integrating these parameters to the expressions mentioned
displacemerg therefore the load amplitudéO over the  above, thdateral bending stiffnessasfound to béQ e wD

Tablel. Dimensions and mechanical data parametetiseof
experimental test facility
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p 1 0 ¥a& , andthe natural frequency of the critical machine

is] e o mod.

2.2. A modified L10 bearing life modelwith 1SO factor
for variable operating conditions

In this section, a modified life statisticalmodel withc
factor, which appearsas the "life model select block in
Figure 2, is describecanddevelopedAn expressiorfor the
bearing lifeis presented (ISO 281, 2007; HarkisKotzalas
2006):

0 66 8
where0  is the bearing lifein millions of inner ring
revolutions 6 is the dynamidoad capacity"Ois the external
equivalent loadcombination of axial and radial logd)is
theconstanexponentry o for ball bearings ang p #o
for cylindrical bearigs), 0 is the reliability factor and
is the life 1SO factorlf the speed of thenner ring { is

known, thed  can be expressed in hours:
. . PTO
0 06 — — 9
o7 O 9

The 1ISO 281 standard2007) determined thad factor can
be calculated according to:

iTEF

6 L ———
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WTT

=i

T
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In other words, when the damage accumulation reaches 1,
there isafaultin thebearing In the case thaload and speed

of bearing argeriodic in time a 'Duty Cycletan be defined

as load or speeprofilesin one cycle witHength T(in time)

or lengthtG  (in rewlutions). An expression for equivalent
life can be writte(Budynas& Nisbet,2008):
5 P
Y Y & Y (13
0 0 0

The methodology assumes the loading history to be
composed of thin slices of loading condition, and within each
loading slice the rotation speed maydiiéerentfrom others.
Theratio between the numbef revolutionsrequired forthe
"Q load ('O and the number ofwolutions in oneeomplete
Duty Cycle is defined asa nondimensional life fraction
whichis calculated as follows:

1 0
B 1 0

Y : 14
5 (14

2.3.Life model by Tallian

A rolling bearing spalling fatigue life modérTallian, 1999)
which appearsas the "life model' block in Figure 2, is
describedand developed in this sectiohhis model coves
rolling contacts under operating conditions varying along the
rolling track and timevariable conditions.

where i is the reliability. In most cases, the acceptedThe model recognizehreefamilies of defects in the stressed

reliability isi 180 (90% reliability), where in that case
0 p. The expression for the modified 1SO factor is:

. Low 60
0 T[& p w ""Q "O

wherec h FQAQFQHQ are constants thatan be found in
Harrisand Kotzalag2006) Qis the viscosity ratio factqré

is the contamination factor afi@ is the load limithatcan
be fownd in bearing catalogse(expressions fof(d are
presentedn AppendixB).

11

In the case that thébad and speed profiles are not constant ., e — o T
during the bearing operation, the life calculation with
Equation 8 or Equation 8 no longer valid, since it calculates

bearing life only withfixed-in-time parametersHowever,
with the Miner method(1945) an equivalent life¢ime with

variable operatig conditions can be calated.The Miner

rule states that where there are k differeaid magnitudes in
a spectrum, each contributirig cycles, then if0 is the
number ofrevolutionsto failure of theQ constantioad a

failure will occurwhen:

volume: (a) subsurface defects, (b) local surface defects and
(c) the "surface distress" micapalls.Each defect population

is incorporated into a hazard factor describing that
population. Hazard factors desigret B measure the
severity of these defect families. The overall stress level
under which the contact operates is measured by hazard
factors . The specific characteristics of the stress field are
characterized by hazard factors design@ted Factord3

are model constant$he modelpredicted10% life quantile

is:

pod O w T8 19
Wherel is the matrix susceptibility factor of materiad, is
the scaling multiplier, is the baseline matrix
susceptibility factort is a fatigue limit stress and the
exponents— & 1Q are constantsb  is the Lundberg
Palmgren rating lifewhich can be obtained by any tfie
classical methods applicable to spaeamd timevariable
operating conditions, as describéal examplein Harrisand
Kotzalas (2007) The equivalent hazard factoratio, uj,
calculated over one Duty Cyglé, is defined as:
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B
W = (16)
B
With theequivalent hazard fact@roductfz :
B 10
o .. (17
B i B B B Yo Y0
hh
andthe LundbergPalmgren hazard factg@r
B 6 B B
@l
o (18) "
B rp YO Y0 -
5000} /
. : o as00- (b) /
wherer is the number of incremen¥) in the duty cycle 4000 //
0 ,a is the number of intervalstialongthe rolling track 2500 /
(9), 0 is therevolution count, is the matrixsusceptibility Z 2000 /
factor, 3 is the baseline inclusion defect factor and B 500l /
B3 is the baseline subsurface stress field factor. S 2000l //
As shown above, the model covers life prediction for 1500
conditions in which operating parameters may varyatha 1000/
rolling tracks as well as in time, with the limiton that the 500/ /
time variability can be arbitrary within a relatively short duty 0 o7 o4 08 08 1 i3 14 18
cycle but repeats periodically from one duty cycle to the next. olo,
Under the variable operating conditions, hazard factors are
calculated for short finite intervals along the iradl tracks 3500 - 1F3
and for increments of timeover which conditions are 3000 () —critical machine response |
considered constant. These factors are combateglach
interval and then summed over the duty cycle to produce 2500
equivalent valueg . = 2000
All parameter calculationspnstais and default valuethat g 1500 _;"
arementioned above can be fouimdT allian (1999. -
1000
2.4. Transfer functions selection for analysis 500 s
In this section,different transfer functiongthe "Transfer . #__,/ | 7__'__“
Function” blockin Figure2) areproposednd discussed he 0 02 04 06 08 1 12 14 16

role of he transferfunction is to translate the parameters of

attack acting on the critical systeffor example, loads,
speeds or torque parametets) an effective function of
external load acting on the fuse bearing.

An effective transfer function is defined as a functiwhich
increase significantlthe life degradation rate of thiise
bearingin case oharmfuloperatingconditionsin the critica
systenrelative to normal operatioihe bearing type arttie
transfer functiorof the fuse systemare examined. The fuse
bearing acts as a weak mechanism in the critical systedn,
hence need to ba small bearingrelative to the critical
bearing, that fails within a relatively reasonable tim&he
bearing chosen to hesed aghe fuse isan SKF 61906ball
bearing,while the bearings of thiritical' system are SKF
6208 @ppendix B.

[0}
llf n

Figure5. Transfer functionsis a function od ¥5 (a) TF1-
linear from the origin(b) TF2linear, (c) TF3proportional
to critical machine load

Three transfer functions are examined and showaigare5.

At the current analysis, only the rotating speed profile was
chosen to be considered as parameter of the transfer function.
Thetransferfunctions gethespeed as an input, and translate

it to an external loathat isappliedon the fuse bearing. The
first transfer function (a) is a linear functistartingfrom the
origin, withaslopeof &  ¢&. The second transfer function

(b) is also linear with the same slope, but stairtingfrom

the origin and the third transfer functn tested (c) isimilar
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to thebehaviorof theload of the critical machinemultiplied
byafactor @ o®).

The load is expressed as a function of the frequency ratio

1 A in all transfer functions, but onlfF3 function is
sensitive to the natalfrequencyl , of the critical machine.

3. SIMULATION RESULTS AND DISCUSSION

This chapter presents the results for a number of examples of

attack simulations oacritical machingogether with the fuse
system.An analysisof the resultss thenperformedin order

to decide which of théransferfunctionsprovidesthe best
"defense".

3.1. Attack profiles assumptions

To define the nature and form die profilesof the attack
scenariosome assumptions are made

1. Theattack is defined as an arbitraryespl profilg ©
and acts on the critical system awd the fuse system
simultaneously.

2. The speed profilepresented athe "profile of attack",
repeas periodically from one duty cycle to the next

3. Propersystem operating is defined @soperation speed
thatis low enoughcompared tdhe natural frequency of
the ‘critical system] ( e o 'OdQ). For convenience, in
aregular operatiosituation the speed of the systemas
selected to be ppTminna p @& "Oaq.

4. Theloads acting omritical systermbearings ar@pplied
only as a result of dynamic respossg the rotating
system (sectio.1).

5. The load acting othefuse bearings applied as a result
of the external loadthat is created by the applied
(selected}ransfer function (sectio®.4).

e | @
£ f\ i
L

=

oo | | | | ]
1050 500 1000 1500 2000
time [sec]
1550
1800} — e mim e (b
1450 /
1400, | \
| o
= 1350 =]
g |l \ 2
= 1300 =
] =
@ 1250 =
! <
1200
1150
ool Width\ ¥
«—p
1050 . | . ;
(] 50 100 150 200 250 300
time [sec]
B E—
Duty Cycle length

Figure6. (a)Profile of attack (b) One cycle ofhe profile of
attack.

3.3.The effect of peak amplitude

The firstcharacteristiof attackprofile is analyzed witta set
of different sizel peak amplitude@~igure?). All peaks in the
set are withhie same size opeak width andgane length of
dutycycle (Table2).

Itis true that cybeattacks can damage many mechanical
parts, buthe assumption is that bearings are the weakest|
part inmost ofmechanical rotating machines, and as a

result,this analysis focuses on bearing failures.

Peak amplitude| Peak width Duty cycle
set[rpm] [sec] length [sec]
0-1500 20 300

3.2. Defining characteristics of the attack profile

The attack can appeasshort and higlmotationspeedpeaks.
Eachpeak form is periodic in tim@Figure6.a), thereforeby
looking at the profile of one peak cycl@igure 6.b), three
characeristics ofthe peak profilecan bedefined.The first
characteistic of the peakprofile is its amplitude thesecond

Table2. Parameters of peak profile.

It should be noted that the peak amplitvdtiesaredefined
asthe difference between the niaxum peak value and the
constant rotating speged . Each peak profile in the sét
usedas inputto the model described inFigure 2, which
calculateghe life time of thebearingsaccording tawo life

is the width of the pea#nd the last is the cycle length of one models (nodifiedL10 model and the Tallian life model)

peak.

The analysis carried out allowss to examine how these
charasteristicsf the attackprofile and their forrs affect the
bearing lifeof a critical systemin addition,it allows usto
examine how eactnansfer functionkigure5) reactto each
attackscenaricand as a resuton the fuse bearing life.

Figure 8.a andFigure 8.b represent theearing life results
obtainedusing a modified L10 lifenodel (sectior®.2), and
the results obtained using the Tallials life model
(section 2.3) respectively. Each bearing life result is

J
normalized bythe bearing life at'regular operatich (g ,_)

and representeak a function of spegatofileswith different
peak amplitudesThe results show, in both graphs, that the
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normalized bearing lifeurves ofthe critical machine (full
line) decreasewith an increas@n peakamplitude but, after
acertain point of peak amplitugtihe normalized bearing life
curveincreases moderdye The minimum point of the curve

Three additional curves (dotted lines) are presenteBlach
curve belongs toanothertransfer function mentioned in
section2.4. As with the results of the normalized critical
bearing life, theecurvesdescribehe normalizedearing Ife

indicates the critical situation in which the system workedof the fuse bearingrhe simulgion results show that in most

under a state of resonandée logical explanation for the
increase after the minimum point is due to the fhatthe
peak amplitudds moving away from theystem's natural
frequencyresulting in lower load amplitudes.

3000

—-—-Amp=300 [rpm]
-------- Amp=700 [rpm]
{==-Amp=1100 [rpm]

—— Amp=1500 [rpm]

2500

speed [rpm]
e}
(=]
(=)
[

1500} !

1000

100 200 300

DC length [sec]

Figure7. One duty cycle of the profiles of attack used for
analysis of peak amplitude effect
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Figure8. Simulationresults undeset ofprofiles with
different peak amplitude®) usingthe L10 life modé, (b)
usingthe Tallian life model.

cases, the normalized fuse bearing life decseagth an
increase irpeak amplitudefor all transfer functiongested
Also noticedwas that thebiggestdegradationoccurs with
TF3.

3.4.The effect of peak width

The secondcharacteristic of attaghrofile is analyzed with a
set of different sizetpeak widtls (Figure9). All peaks in the

sethavethe samepeak amplitude red samelength of duty

cycle (Table3).

Peak amplitude| Peak widthset Duty cycle
[rpm] [sec] length [sec]
500 0-60 300

Table3. Parameters of peak profile.

1700 : :
; -—-Width=17 [sec]
1600 k- e Width=31 [sec] |
SN | 7T Width=46 [sec]|
- 15003: : —— Width=60 [sec]
51400 i 5 :
= :
& :
1200} 1 - : :
1100+ _,‘“'L\_M
1000, 100 200 300

DC length [sec]

Figure9. One duty cycle of the profiles of attack used for
analysis of peak width effect.

Figure 10.a andFigure 10.b represent theesults, using a
modified L10 life model,and the Tallian's modefor a
simulated set of peak widtht the speed profijeespectively
As with the analysisin section 3.3, each result was
normalizedby bearing life at regularoperation.The results
show, in both graphs, that the normalized bealifegf the
critical machine curvéfull line) decreasgwith an increase
in peak width Also noticedthat with all transfer functions
the normalized life ofthe fuse bearing (dotted lines)
decreasgwith an increase ipeakwidth.

Compared to the other transfer functiotisg third transfer

function (TF3) gives the best fuse life degradation response

due to the specific attagicenario The transfer functions TF2
and TF3 have greater life degradation eBeetative to the
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critical bearing life degradation withn increasein peak

width.

N(i)/N_reg

peak width [sec]

(a)

—&— Nc(i)/Nc_reg

with TF1
~=&==NF{i)/NF_reg
with TF2
NF(i)/Nf _reg
with TF3

—@— Ncli)/Nc_reg

= =M == Nf(i)/Nf_reg
with TF1

Figure10. Simulationresults undeset of profiles with
different peak widthga) usingtheL10 life modé, (b) using

theTallian life model.

3.5.The effect of peak duty cycle length

The thirdcharacteristic of attaghrofile is analyzed with a set
of different duty cycle length All peaks in the sehhavethe
samesize ofpeak amplitude andame size opeak length

(Table4).
Peak amplitude| Peak width Duty cycle
[rpm] [sec] lengthset[sec]
500 20 100-10000

Table4. Parameters of peak profile.

Figure 11la and Figure 11b represent thenormalized

. . 4 . I
bearings life result§—) as afunction of speegbrofile with

different duty cycle length, for both life modelsrodified
L10 and the Tallian, respectivelyij should be noted théte _ <! _ g ¢ _
shorter duty cycle length means that the peaks occur mofglative to the critical bearings degradation, which is
frequently. The results show, in both gham that the
normalized bearing life ad critical machine curve (full line)
decreasewith a shorterduty cycle lengthAlso notedis that
with all transfer functionsthe normalized life othe fuse
bearing (dotted lines) decreasegith the shorterduty cycle
length The simulation results arpresented in aifferent
form thanthe otheranalysisresults, since th&-axis in the
plots of thenormalized degradation trends in opposite

direction.Thefigures belowshow a zoom into the interesting
part of the curves. Far beyond these s¢adisghe curves
coincide.Compared to the other transfer functions, the third
transfer function (TF3) gives the best fuse life degradation
response.Iln this profile character argsis, the transfer
functions TF2 and TF3 have greatde degradation effest
relative tothe critical bearing life degradation

N(i}/N_reg

4000 00 8000 10000 12000

Duty Cycle length [sec]

(b)

—&— Ne(i)/Nc_reg

N{i)/N_reg

4] 2000 4000 6000 8000 10000 12000

Duty Cycle length [sec]

Figurell. Simulationresults undeset of profiles with
different duty cycle length&@) usingthe L10 life modé, (b)
usingthe Tallian life model.

3.6.0ptimal Transfer Function

All simulation results show that the fuse bearing life
degradation isto some extentacceleratedvith all transfer
functions thatvereconsideredIn all cases, the thirdansfer
function (TF3) isthe most effective when the peak of speed
or any speed profilis closeto thefirst natural frequency zone

of the critical systemf it is assumed that the most dangerous
situation is when the system works near the natural
frequency, TF3 is the best solutiom all simulations, TF2
andTF3have agreater effecbn fuse bearing life degradation

important forearlyattack detection, before serious damisge
caused to theritical machine bearingdMany mechanical
rotating machines also work with standard speedsatiedar
beyond the natural frequency (areas ttiatnot place the
machine in danger), where the vibrations are much lower than
in a resonance situation. In thaase, using TF3 results in
much lower loads orthe fuse bearing prevents its early
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failure and false alarm$lo analysis was done for cases inalgorithm which will be integrated to the fuse systérhe

which the system works at extreme speeds.

4. EXPERIMENTS

An experimental test facility was designed and built

especially for this researcfFigure 12), including a bearing
kit directly connected to an electric mgt@imulatingthe
‘critical system'Anotherkit representinghe ‘fusébearingkit

is locatedin parallel to the first kit. A fuse bearing is located

in the center of the shafwhile the external radial loads
applied by a pneumatic piston.

Fuse
bearing kit

Pneumatic
piston

Critical
system kit

Electric
motor

Frame
support

Facility
stand

Transmission

Figurel2. Experimental test féliy .

The pneumatic piston is coacted toan electric pressure
regulatorthat controlghe pressuraccording tahe voltage.
The first transfer function (TF1presentd in sectior.4, has
beenimplemented in the fuse system unit of éxperimental
test facility. The implementationof the transfer function is
explained inFigure 13. This functionality creates linear
relationship between the external load and itbitional
speed. In addition it operates autonomouslywithout
computer interventiorlrhe other transfer functiongvenot
yet beerimplemented.

Motor

Force by

DrA
converter

Electric
pressure
regulator

F=PA

Figure13. Actualimplementation o lineartransfer
functionin the experimental test facility.

Severalfatigue life tess were performean the fuse bearing
with constant rotationspeed and external load. These
experiments allowhedetermiration ofthe failure criteria for

fuse degradation and failure tracking is appliaging
advanced signal processing and featurextraction
methodologiesAn exampleof the failure tracking that has
been implemented igresented in Figure 14. It showend

of energyrepresenting the pattern of a damage in the inner
race of the fuse bearing as it is manifested in the order
spectrum of the vibration envelop&imilar trends are
calculated for differen patterns representing damages at
other locations, i.e. outer race, rotating elements, cage, etc.
Thesetrends help to determine the failure criteria of the
specific defeat It is noticed that amarly inner race defect
started to appear afteapproximagly 2300 minutes A
developed inner race defect appeared after 3500 minutes.

In order to demonstrate the model results thawe been
presented in chapteB, further experiments should be
performed. The experimentwill include several attack
scenarios, similar to those preseniadchapter3. Speed
profile, as a parameter of attack, can baipaghroughamotor

controller ora computer prograito havethe desired shape
and be periodic in time.

3
2.5
2
1.5

1

Energy [g"2/order]

0.5
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Figurel4. Trendof energy representing a defect on the
inner race based on thevetope spectrum.

5. SUMMARY AND CONCLUSIONS

A new conceptto cyber protectiorof critical mechanical
rotating machines by mechanicafuse waspresented.

The model objective is to allow the design of the fuse
mechanism and to define the requirements tfer fuse
bearing. The model includes a description of the dynamic
behavior of the rotating machine, the transfer function of the
loads on the critical component to the fuse bearing, and
bearing life estimation models.his modelfacilitated the
analysisof the effect of differentransfer functionand attack
scenarios

Three transfer functiongereconsideredandtheir capability

the fuse bearing selected, which helps to detect early fudgacceleratthe fusdailurefor different attack scenariogas

bearing fatigue failures in the futyrend also helps to
determine the construoti of an early faults detection

explained. Finally, the simulation results of bearingifee
attacked by several speed attack profilesepresented. The
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results show the effects of these profiles on the critical
rotating machine and on the fuse system including the
transfer function and the fuse bearittgwasconcluded that
the transfer fuction that is proportional to the load on the
critical system,TF3, was the most sensitive tdhe set of
attacks simulated andis a resultis the optimal transfer following positions: Head of the Fatigue
function It was alsshown that both life models have similar : and Damage Tolerance Lab; Head of the
behaviorunderthe simulated attack scenarios. UAV (unmanned aerial vehicle) and Space Department;
Head of the the IAF's Engineering Laboratories; Head of the
ircraft Department, and finally Head of the Material
irectorate, a senior position which reports directly to the
chief commander of the |IARHe received all three of his
academic degrees in Mechanical Engineering. He received
In order toconsolidatethe conceptfurther research and his D.Sc. degree from Washington iersity in 1991. His
model extensiortaking into account otheparameters of areas of research in the Dept. of Mechanical Engineering
attack should bexplored. More scenarios of attack profilesinclude: Health wsge monitoring systems (HUMS),
should be simulated in the mogahdendurancexperiments Conditioned based maintenance (CBM); Usage and fatigue
with seveal attack profileshould beperformed damage survey; Finite Element Method; and Composite
materials.

Prof. Jacob Bortmanjoined the academic
faculty of BGU in September 2010 as a full
Professor.He spent thirty years in the
Israel Air Force (IAF), retiringvith rank of
Brigadier General. In the IAF he held the

The experimental test facility desigthe experiment results
and the actual implementation of the transfer function (TF1
demonstratethe conceptlt was dso showrthat early faults

in thefuse bearing are detectalglaty enough
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APPENDIX B

TheQuiscosity factor ratio is calculated by:
.. U

Q (B1)

While U is the actual viscosity factéhatdepends on grease
temperature and is the viscosity factor desired for proper
separ&bn between contacts, whids calculated by:
TUTMREN®Q 8 'Qéd p mming a
V] (B2)
torar 8Q 8 "Qéd p mmimh &
The contamination factar is expressed by:
. e - 0
6 aQd I M Op o (B3)
While'Q is the mean diameter of the bearifig. © ¢ &

are contamination constantisat can be foundn Harris s
book.

The properties of the bearings selected are listed below:

Bearing 0 Inner Outer Width | "O

06 diameter | diameter| 6 & & 06

a4 | Oaa v

SKF 325 40 80 18 038
6208
‘critical’

SKF 7.28 30 47 9 0.212
61906
'fuse’

Table5. Model bearing properties.
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