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ABSTRACT 

Failure prevention in safety and mission critical applications 

is enabled by Fault Detection and Isolation (FDI) systems. 

The performance of FDI is characterized by the associated 

Probability of Detection (PD) and Probability of False Alarm 

(PFA). This paper presents a study on the performance of 

FDI systems through Receiver Operating Characteristic 

(ROC) plots. It is shown that fault decisions made by testing 

complex detection hypotheses involving residual signals 

generated by multiple state and parameter estimators can 

enhance the performance of the FDI system. The study 

illustrates the various factors involved in the design of this 

system in terms of the choice of residual generators, 

detection hypotheses as well as their decision thresholds and 

the detection speed. The numerical implementation of the 

FDI system is made and tested for a detailed nonlinear 

simulation of a real Electro-Hydraulic Actuator (EHA) for 

aerospace applications. 

1. INTRODUCTION 

For many safety and mission critical systems detecting 

faults at an early stage to avoid failures is of great 

importance. This involves early detection and isolation of 

weak fault signatures in presence of noise and unmodelled 

dynamics. This is difficult and can lead to false alarms 

(Type I error) and missed detection (Type II error). Over the 

past several decades various methods of fault detection and 

isolation have been reported. An early survey on fault 

diagnosis is done by Frank (1990). Blanke (2006), Isermann 

(2006) and Ding (2008) capture the developments of the 

theory of fault detection and diagnosis using dynamic 

models over the next two decades. These methods have also 

been applied in the context of aerospace Electro-Hydraulic 

Actuators (An & Sepehri, 2003, 2005, Chinniah et. al., 2003 

and Chinniah, 2004). However, most of these works 

reported in the literature suffer from the following 

shortcomings: 

1. These present an algorithm for detection of a single fault. 

In reality there is always a possibility of occurrence of faults 

of various types. A fault detector designed to detect a 

particular fault (say fault A) is likely to indicate presence of 

fault A due to noise in absence of faults or due to 

occurrence of a different fault. This effect is enhanced when 

the detection thresholds are kept low to enable detection of 

small faults. These scenarios are not addressed.  

2. It is well known that improvements in performance 

hypothesis testing can be achieved by involving multiple 

residuals corrupted by weakly correlated noise sequences. 

To leverage these various appropriate issues in the design of 

such FDI systems need to be studied. Such studies are 

conspicuous by absence.  

ROC plots (Kay, 1998) capture the PD-PFA performance of 

detectors. ROC based characterization of performance have 

been reported in the medical field (Metz, 2006, Kumar & 

Indrayan, 2011, Hajian-Tilaki, 2013). In the context of 

engineering systems, recently Trachi et. al., (2017) have 

applied ROC techniques for designing a detector to detect 

bearing faults and broken rotor bar faults for induction 

machine. No attempt, however, has been made towards 

isolation of a fault that can occur from among set of 

multiple possible faults. 

In this paper design of an FDI system for an EHA used in 

aerospace applications is considered. EHAs (Merritt, 1967) 

are widely used in safety and mission critical applications in 
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the aerospace industry. Five typical faults for the EHA 

(three sensor bias faults and two parametric faults) have 

been considered out of which three faults have been 

successfully isolated using three typical measurements 

available in the actuator with known nominal values of 

parameters. The main contributions of this paper are as 

follows: 

1. It demonstrates the possibility of formulating multiple 

estimators for residual generation with multiple sensor 

measurements and a dynamic model of the system. Three 

different Dual EKF based estimators have been formulated 

utilizing various subsets of measurements to generate ten 

residuals. It is assumed that any single fault out of the five 

can occur at a time. This is a reasonable assumption since 

the faults are independent and detection times are negligible 

compared to the time intervals over which faults develop. 

2. Complex detection hypotheses are designed using several 

residuals generated from these three estimators to isolate the 

faults. Systematic method of developing these hypotheses 

based on the so called D-Matrix (Isermann, 2006), which 

captures the sensitivity of each residual to various faults, is 

illustrated.  

3. Finally the decision thresholds are chosen based on the 

corresponding PD-PFA performances as seen from ROC 

plots.  

2. MODELLING OF AN ELECTRO-HYDRAULIC ACTUATOR 

Figure 1 shows a nonlinear dynamic model of an EHA used 

in thrust vector control of a rocket. A linearized version of 

this model is available in Halder (2012). To model the 

second order servo valve dynamics two states da and db are 

introduced where da denotes valve stroke. The equations 

describing the system are: 
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where 𝑤𝑖 , (𝑖 = 1,2, … , 6) represent unmodelled dynamics and 

input disturbances of a well characterized EHA. 

Also one can write: 
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In (Eq. 1) nx is an artificial state variable described in terms 

of  x expressed as  







 xx

s

K
xKK c

i
ppfb . The signals 

Qd and ic are limited within maximum and minimum values 

to incorporate saturation. Overlap condition of the valve 

spool is modelled using a dead zone. All continuous system 

equations are discretized with a sampling time of 10 

microseconds since the bandwidth of the innermost pressure 

loop turns out to be very high. This complete system is 

modelled in numerically MATLAB Simulink.  

 

 
Figure 1. Signal Flow Diagram of an Electro-Hydraulic Actuator 
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The input to the EHA is the reference actuator position 𝑥𝑐 

obtained from the autopilot which is in turn driven by the 

guidance loop. The input 𝑥𝑐 chosen for this system is 

derived from a white noise sequence with mean 2 and 

variance 0.5 sampled at 0.1 seconds, passed through a low 

pass filter with 3dB cut-off frequency of 0.5 Hz.  

3. DESIGN OF MULTIPLE RESIDUAL GENERATORS 

In this paper a dual estimator (Wan & Nelson, 2001) is used.  

It generates two types of residuals; namely, measurement 

residuals, being the difference between measured variables 

and their estimates, and the parameter residuals, being the 

difference between nominal values and estimated values of 

parameters. These residuals, computed online, are used in 

various complex detection hypotheses to isolate multiple 

faults. Figure 2 shows the bootstrapped structural 

representation of a dual EKF which has been used here to 

generate residuals.  

 
Figure 2. Structure of the Dual EKF estimator 

Let {𝐾𝑗, 𝑅𝑥𝑗 | 𝑗 = 1,2,3}  and {𝐵𝑗, 𝑅𝑝𝑗 | 𝑗 = 1,2}  denote 

residuals of KSD, x,  and Pm for the jth residual generator, 

respectively. 𝑣1, 𝑣2 and 𝑣3 represent measurement noises in 

the sensors. All measured values of variables are denoted as 

<variable>_m. The various residual generating estimators 

are described below. The inputs and measurements of the 

various estimators have also been indicated in Figure 1 for 

clarity. 

Estimator 1 

Input: Reference actuator position: cx  

Measurements:  

Actuator position sensed by LVDT: 1_ vxKx pfbm   

Differential pressure: 2_ vPP mmm   

States: bam ddPvx ,,,, and nx  

Model equations: Same as Eq. (1) 

Residuals: Rx1, Rp1 and K1 and B1 

Estimator 2 

Input: Driving current of servo valve: 3_ vii cmc   

Measurements: Same as Estimator 1 

States: am dPvx ,,, and bd  

Model equations: 
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Residuals: Rx2, Rp2 and K2, B2 

Estimator 3 

Input: Differential pressure: 2_ vPP mmm   

Measurement: 1_ vxKx pfbm   

States: x and v  

Model equations: 
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Residuals: Rx3 and K3 

3.1. Faults 

A total of five faults are chosen whose characteristics are 

shown in Table 1. F1, F2 and F3 are constant sensor bias 

faults in the LVDT, Pressure and Current sensor outputs, 

respectively. F4 and F5 are parametric faults due to increase 

in seal stiffness and decrease in fluid bulk modulus faults, 

respectively. Here FC stands for Fault Code. Units of fault 

magnitudes are same as their corresponding faulty variables. 

NA means Not Applicable. 

 

For preventing estimator transients to get reflected on the 

residuals and yet to keep simulation intervals within 

reasonable limits, ramp type faults are introduced at a 

specific time instant (at t = 6 seconds). The magnitudes of 

the faults linearly develop from 6 to 8 seconds and become 

steady after 8 seconds. Figures 3 and 4 show the behavior of 

residuals when subjected to a fault F1 of magnitude +0.09V 

and a fault F5 of magnitude -1200 kg/sq.cm, respectively. 

Table 1. List of Faults Considered 

FC 
Faulty 

Variable 

Measurement 

Range/ 

Nominal 

Parameter 

Sensor 

Noise 

() 

Fault 

Magnitude 

Range 

(Step) 

F1 mx_  0 – 5 V (0, 0.05) 
0 to +0.11 

(0.03) 

F2 mmP _  0 – 208 ksc (0, 2) 
0 to +5.0 

(1.0) 

F3 mci _  0 – 10 mA (0, 0.032) 
0 to +1.0 

(0.2) 

F4 SDK  800 kgm/deg NA 
0 to +100 

(20) 

F5   7000 kg/sq.cm NA 
0 to -2000 

(-400) 
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Figure 3. Effect of F1 = +0.09V on residuals 

 

 
Figure 4. Effect of F5 = -1200 kg/sq.cm on residuals 

4. DESIGN OF DETECTION HYPOTHESES 

Detection hypotheses are arrived at in three steps. 

4.1. Formulation of D-Matrix 

For these set of residual generators and faults the Detection 

matrix (or D-matrix) has been determined as shown in Table 

2 by simulation of various faults. This matrix captures the 

effects of all the five faults on both measurement and 

parameter residuals. Here ‘NF’ denotes No-Fault.  

 

4.2. Derivation of Fault Isolation Logic 

Fault isolation logics are derived from D-matrix which are 

tabulated in Table 3. These isolation logics are not unique. 

The residuals for a particular logic are chosen based on their 

sensitivity to that fault. From Table 2 it can be observed that 

faults F2 and F4 are not isolable since the effect on all the 

residuals are same for both the faults. It is to be noted here 

that all three estimators are assumed to be running 

simultaneously. Since the measurement residuals contain 

noise there is always a chance of false alarm particularly for 

small decision thresholds designed to detect small faults. 

For parameter residuals simple threshold checking helps in 

detection. Increase in threshold reduce PFA as well as PD. 

Thus, choice of thresholds is of great importance. To 

determine a good threshold which will have low PFA and 

high PD, several ROC plots need to be considered for 

different fault magnitudes as described in the next section.  

 

4.3. Hypotheses Design 

Based on the selected fault isolation logic the corresponding 

detection hypothesis expression to be tested against its 

threshold is to be designed for each fault. The selection can 

be made based on the ROC plots obtained for the various 

detection hypotheses. From Table 3 it can be seen that for 

isolating F1 one may choose the complex detection 

hypothesis (|𝑅𝑥3| > 𝑇𝑥3) ∙ (|𝑅𝑝1| < 𝑇𝑝1) ∙ (|𝐵1| < 𝑇𝐵1). It is 

now required to choose thresholds Tx3, Tp1 and TB1 for 

good PD-PFA performance for small faults. Here we consider 

that for acceptable performance PD > 0.9 and PFA < 0.1. 

Now from the D-matrix in Table 2 it is observed that for an 

LVDT bias fault (F1) either of Rx1, Rx2 or Rx3 may be 

included in the isolation logic. However, among these, one 

Table 3. Isolation logic for various faults 

FC Logic 

F1 𝑅𝑥3 ∙ 𝑅𝑝1̅̅ ̅̅ ̅ ∙ 𝐵1̅̅ ̅̅  

F2 or F4 𝑅𝑥3 ∙ 𝑅𝑝1 

F3 𝑅𝑥1̅̅ ̅̅ ̅ ∙ 𝑅𝑥2 ∙ 𝑅𝑝2 

F5 𝐵1 

NF Otherwise 

 

Table 2. D-matrix for Estimators 1, 2 and 3 

FC Rx1 Rp1 K1 B1 Rx2 Rp2 K2 B2 Rx3 K3 

F1 1 0 1 0 1 1 1 0 1 1 

F2 1 1 1 0 1 1 1 0 1 1 

F3 0 0 0 0 1 1 1 1 0 0 

F4 1 1 1 0 1 1 1 0 1 1 

F5 0 0 0 1 0 0 0 1 0 0 

NF 0 0 0 0 0 0 0 0 0 0 
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must choose the residual which shows the maximum 

sensitivity to the fault F1. This can be determined from the 

ROCs of single residuals. It has been observed that Rx1 and 

Rx2 are equally sensitive to fault F1. From the of ROC plots 

of Rx1 and Rx3 as shown in Figures 5 and 6 it can be 

concluded that Rx3 is more sensitive to F1 than Rx1. The 

numbers along the lines inside the plot are the values of 

thresholds for a particular fault magnitude. 

Upon selection of the residual variables of the isolation 

logic one has to make a choice of the expression for 

detection hypothesis. It turns out that, due to presence of 

noise, checking for crossing of thresholds at single time 

instants is not adequate for lowering the false alarm rate 

significantly. Accordingly, multiple consecutive threshold 

crossings may have to be incorporated.  Similarly certain 

features of the residual signal (the mean over a certain time 

period) may be compared with thresholds. The Detection 

Hypothesis (DH) chosen for F1 (Eq. 3) is:   

 

   20011)30,1(

3)1(33)(3:1





BTpRpMean

TxkRxTxkRxDH
          (3) 

where 
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jx
n

knxMean

1

][
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For any fault Fi (i=1, 2 … 5) from set F = {F1, F2, F3, F4, 

F5, NF), the False Alarm Set (FAS) is F – {Fi}. The various 

values of PD and PFA for different thresholds of Rx3 and Rp1 

for fault F1 of magnitude +0.07V and +0.09V are tabulated 

in Table 4 and 5, respectively.  

 
Figure 5. ROC of Rx3 at various F1 magnitudes 

 

Figures 7 and 8 show the combined ROC plot after 

implementing the detection logic for fault F1 of magnitude 

+0.07V and +0.09V, respectively with NF being the only 

element in FAS. 

 
Figure 6. ROC of Rx1 at various F1 magnitudes 

 

 

 
Figure 7. Joint ROC plot for F1 = +0.07V 

 

The thresholds which result in acceptable detection 

performance are colored and bordered in Tables 4 and 5, 

respectively and the same are marked in their respective 

figures in the following format: (‘Threshold for Rx3’, 

‘Threshold for Rp1’, ‘PFA’, ‘PD’). Figure 9 shows the 

Table 4. (PD, PFA) values for F1 = +0.07V 

 Thresholds for Rp1 
T

h
re

sh
o

ld
s 

fo
r 

R
x
3

  2.4 2.1 1.8 1.5 1.2 

0.06 
0.91, 

0.08 

0.898, 

0.105 

0.895, 

0.095 

0.913, 

0.103 

0.853, 

0.098 

0.055 
0.975, 

0.193 

0.978, 

0.17 

0.968, 

0.195 

0.958, 

0.173 

0.928, 

0.148 
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combined ROC plot after implementing the detection logic 

for fault F1 of magnitude +0.09V with F2 = +5 kgf/sq.cm 

being the only element in FAS. Table 6 contains the 

corresponding PD-PFA values for this plot which shows a bit 

poorer performance compared to that of Table 5. 

 

 

 
Figure 8. Joint ROC plot for F1 = +0.09V 

 

From this observation it can be inferred that Rx3 is highly 

affected by fault F2 since PFA is constantly high for the 

shown threshold range. Looking at the D-matrix it is seen 

that fault F2 has same effect on the residuals as fault F1 

except for Rp1 and Rp2. So in the DH1 more emphasis 

should be given to the Rp1 residual test statistic than Rx3. A 

suggestion can be to take mean of more than 30 samples of 

Rp1 to improve the detection performance. 

The characteristics of the various residuals for faults F2 and 

F4 are shown in Figures 10 and 11. It has been observed 

that for negative bias in fault F2 the Seal stiffness (KSD) 

estimate decreases from its nominal value (which means K3 

residual deviates from zero in the positive direction). But 

from prior domain knowledge one can say that seal stiffness 

can only increase and never decrease with time. Using such 

knowledge it may be possible to isolate fault F4 and F2, 

when the K3 residual goes positive. From the joint ROC 

plots of Figure 12 and 13 it can be inferred that the residuals 

Rx3 and Rp1 are highly sensitive to both faults F2 and F4, 

and so small changes can easily be detected. For both the 

plots NF is the only element in FAS. 

 

 
Figure 9. Joint ROC plot for F1 = +0.09V with F2= +5 

kgf/sq.cm from FAS 

 

 
Figure 10. Effect of F2 = +5 kgf/sq.cm on residuals 

 

The detection hypothesis to detect (F2 or F4) (Eq. 4) is 

given as: 

           
 

 1)1(11)(1

3)1(33)(3:2

TpkRpTpkRp

TxkRxTxkRxDH




                   (4) 

Table 6. (PD, PFA) values for F1= +0.09V with F2= +5 

kgf/sq.cm in FAS 

  Thresholds for Rp2 

T
h

re
sh

o
ld

s 
fo

r 
R

x
3

   1.1 1.0 

0.065 0.843, 0.095  0.803, 0.038 

0.06 0.88, 0.093  0.843, 0.045 

0.055 0.915, 0.075  0.855, 0.055 

0.05 0.91, 0.09  0.845, 0.063 

0.025 0.923, 0.088 0.855, 0.035 

0.01 0.933, 0`.093 0.86, 0.058 

 

Table 5. (PD, PFA) values for F1 = +0.09V 

 Thresholds for Rp1 

T
h

re
sh

o
ld

s 
fo

r 
R

x
3

   3.0 2.7 2.1 1.8 1.5 

0.065 
0.94, 

0.03 

0.925, 

0.018 

0.955, 

0.033 

0.955, 

0.045 

0.95, 

0.043 

0.06 
0.99, 

0.093 

0.983, 

0.09 

0.975, 

0.098 

0.988, 

0.06 

0.988, 

0.123 
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Figure 11. Effect of F4 = +150 kgm/deg on residuals 

 

 
Figure 12. Joint ROC plot for F2 = +2 kgf/sq.cm 

 

 
Figure 13. Joint ROC plot for F4 = +60 kgm/deg 

5. CONCLUSION 

In this work a systematic procedure to obtain improved FDI 

performance has been developed and illustrated based on 

numerical simulation of a detailed nonlinear dynamic model 

of an EHA. It is demonstrated that, using multiple residuals 

from several estimators, one can formulate complex 

detection hypotheses and tune their thresholds based on 

ROC plots to yield superior PD-PFA performance. 

Experimental validation of the conclusions of the numerical 

study and theoretical analysis and optimization of 

performance remain the two major directions for future 

research. 
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NOMENCLATURE 

x  Position of the actuator in cm  which is measured 

using LVDT as xK pfb   (in volts ) 

v   Velocity of the actuator in scm /   

a  Actuator area in 2cm  

SDK  Seal stiffness in deg/kgm  

m   Equivalent load mass in kg  

Tl  Torque arm length in cm  

eqb   Friction coefficient in scmkg //  

mP   Differential pressure in 2/ cmkgf  

dQ   Flow rate in scc /  

v   Servo bandwidth in srad /  

Co   Control valve spool gain in mAskgcm ///4
 

vK   Servo valve gain in VmA /  

pK  Proportional gain of controller 

iK  Integral gain of controller in 
1s  

pfbK   Feedback gain in cmvolts /  

cx   Reference position of the actuator in cm  

   Bulk modulus of hydraulic fluid in 2/ cmkg  

oV  Entrapped volume in cc   

gC2   Flow pressure coefficient in 
2/// cmkgscc  

ks   Servo valve gain 

r   Radius of armature from center to pole face mm  
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